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Introduction
Why do we care?

? Rcv_qgq d_kgjw f _ g gscb ?2sqrp_
company, claiming it caused their teenage daughter grief and
humiliation by plastering her photo on billboards and website
advertisements without consent. [...]

The picture of 16-year-old Chang flashing a peace sign was taken
gl ?npgj  wcolnseloy mho jpagtedvititinat dey on
his Flickrpage.[...]

In the ad, Virgin Mobile printed one of its campaign slogans,
ABskn wmsp ncl dpgclba* mtcp ?

Rf c b _jgm q_wqgq ADpcc rcvr tg

Rfc cvncpgclac b_k _ecb ?jggmlp
ridicule from her peers and scrutiny from people who can now
Google her, the family said in the lawsulit.
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Introduction

Current PrivacyControl in SocialPlatforms

stuff

Who can
download your

Who can share
your photos or
‘ video?

" Wh int
f I le r qyou? ;agt%rsm

Anyone (but no-one can download the
original files, because you have a free
account)

Any Flickr member

Only you

| Who can blog

Any Flickr member I

your stuff

Hide your EXIF
data [?]

Hide your stuff
from public
searches [?]

Hide your profile
from public
searches

Who can see what
onh your profile

No

No

Yes

Your profile page will be hidden from public
searches (unless your email address is
known, or the person who's searching for
you is a contact)
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Introduction
Current PrivacyControl in SocialPlatforms

= Only me

Only you can see this.

iends of Friends
nly Friends

ly me

Jo one

| Customise...

Inly Friends ~|
Wall Posts prly Friends |
ile: 3
& Who can see this? prly Friends =
pnly Friends ~|
[ Everyone on Facebook
Inly Friends I
Friends
. . pnly Friends v
" Friends of Friends 2 I~
My friends and their friends can see this.
Inly Friends |
(v Only Friends
Only friends can see this.
ends may post to my Wall
{7 Some Friends ' :
‘ Choose specific friends who can see this. ?Q'Y_F_'_"_"Fds l‘
eryone

facebook.

Save Changes Cancel |
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Introduction
Current PrivacyControl in SocialPlatforms

General Privacy:

My Visitors:  [U] 1y my visitors on
Online Now: [T choy people when I am online

Birthday: [¥]show my birthday to my friends

Profile on Mobile: Choose who can view your profile on mobile (e.g., m.my
iPhone, Sidekick, Helio, Blackberry and other apps).

@) Anyone 18 and over can view my profile on mobile I
L7 Only my friends can view my profile on mobile

Comments: Choose who can view your comments page.

® Anyone can view my comments page
QO Anyone 18 and over can view my comments page

obile {e.g., m.myspace,.com,
bther apps).

e
bfile on mobile
on mobile

hge.

mments page
pnts page

Mutual friends are always public.
ends page

page

Set alburn level privacy in

otos page

O Only my friends can view my comments page

T OTITY Iy TTISTOS CalT vIew 11y riows Page

®
q mys pa c e ® anyone can view my Status & Mood

] aliow my photos to be shared/emailed

Status and Mood: Choose who can view your Status and Mood page.

page

] Anyone 18 and over can view my Status & Mood page

a place for frlends O Only my friends can view my Status & Mood page

Block Users By Age:  [U] jiqy users under 18 to contact me

[View list]
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Introduction
Limitations

Unflexible set of protection mechanisms

Fix set of (very simple and non-extendable) choices
Lackof fine-grained protection

Focusedon Avhole collectionaor A g | b g élemiergsa |

Difficult to independently protect sets of elements (overlapping
groups)

Static

Samepolicy for different groups A difficult to change

No external evidences(proofs, external sourcesof information , etc.)
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Introduction
Motivation

However, it is not possible to specify more flexible and powerful
statements such as

Only family members can seepictures geotagged at my house

ESWCO09 participantscan see picturestaggedu g rebwc@% tvonp
months starting now

.‘\\

_ =)
Lmrc rf _r ACQUA. 7 n_prgagn_‘.E‘S\WCZOO9

Members of my family are always also friends

Only employees of my companycan see mytutorial slides
and only if their status g q draitra A

Typically, allowing usersto specify these type of statements would make
it too complex for common (non-computer expert) users
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SemanticWeb Policies
Problem Statement
Institutions, companies and people need to control the way they

Make business, take decisions, offer their assets, etc.

Computers help us on our daily work performing tasks
that we cannot perform (or we do it worse)
hard to control manually, time -consuming, expensive, errofprone

automatically on our behalf

But generally, we need to control how decisions and actions are
taken
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SemanticWeb Policies
What is a Policy?

Wikipedia:

Deliberate plan of action to guide decisions and achieve rational
outcome(s)

Not necessarily related to IT
In an IT setting:

Set of considerations designed to guide decisions of courses of
actions

Broad definition:

Set of statements defining the behaviour of an entity in a given
situation
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Semantic Web Policies
Policiesare everywhere (1)

Rules of ethics for robots

A robot may not injure a human being or, through inaction,
allow a human being to come to harm.

A robot must obey orders given to it by human beings, except
where such orders would conflict with the First Law.

A robot must protect its own existence as long as such
protection does not conflict with the First or Second Law.

[Isaac AsimovRunaround. 1942 ]
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Semantic Web Policies
Policiesare everywhere (I1)

Always wait three times before doing some-

The "3 Times" Pol iEY thing your advisor asks you to do.

AVOID ETTING BURED N POINTLESS AND UNNECESSARY TAGKS TO
THE PETRIMENT OF PRODUCTIVE WEB-SuRFING AR

T

=

o

Wi

=

X

st nd rd et

] 1* request [] 2™ request [] 3™ request o

)

Translation: “I'm trying to come Translation: "The person who actually  Transiation: *f actuaily need it~ &
up with something for you to do.” needs this keeps sending me e-mails.” §
i

JORGE CUAM B 2007
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Semantic Web Policies
Policiesare everywhere (& 1)

B2B contracts
e.g. quantity flexible contracts, late delivery penalties, etc.
Negotiation
e.g. rules associated with auction mechanisms
Security
e.g. access control policies
Privacy
Gl dmpk _rgml Amjjcar gml Nmj gagcgqg
Obfuscation Policies
Workflow management
What to do under different sets of conditions
Context aware computing
What service to invoke to access a particular contextual attribute
Context-sensitive preferences

[ by Norman Sadeh Semantic Web Policy Workshop panel, ISWC 2005

Daniel Olmedilla Privacy and Protection in Webbased Social Networks @ﬁ” :
Telefénica R&D June 6, 2009, Barcelona 13 M

© 2009 Telefénica Investigacién y Desarrollo, S.A. Unipersonal



SemanticWeb Policies
The Goal

Build applications/agents where

Behaviour is flexible
Can be changed/updated dynamically
without re -coding, re.compiling,re-g | qr _J J gl e
In a costless manner

Can be managed by administrators/users without
needing to be computer experts

User Awareness
Can be understood by normal users\ 2 Control
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