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Introduction
Why do we care?

Â ? Rcv_q d_kgjw f_q qscb ?sqrp_jg_þq Tgpegl Km`gjc nfmlc
company, claiming it caused their teenage daughter grief and 
humiliation by plastering her photo on billboards and website 
advertisements without consent. [...]

Â The picture of 16-year-old Chang flashing a peace sign was taken 
gl ?npgj `w ?jgqmlþq wmsrfcounsellor, who posted it that day on 
his Flickrpage. [...]

Â In the ad, Virgin Mobile printed one of its campaign slogans, 
ĀBskn wmsp ncl dpgclbā* mtcp ?jgqmlþq ngarspc,

Â Rfc _b _jqm q_wq ĀDpcc rcvr tgpegl rm tgpeglā _r rfc `mrrmk,

Â Rfc cvncpgclac b_k_ecb ?jgqmlþq pcnsr_rgml _lb cvnmqcb fcp rm
ridicule from her peers and scrutiny from people who can now 
Google her, the family said in the lawsuit.
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Current PrivacyControl in Social Platforms
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Introduction
Limitations

Â Unflexible set of protection mechanisms

ü Fixset of (very simple and non-extendable) choices

Â Lackof fine-grained protection

ü Focusedon Āwhole collectionāor Āglbgtgbs_jelementsā

ü Difficult to independently protect sets of elements (overlapping

groups)

Â Static

ü Samepolicy for different groupsĄ difficult to change

Â No external evidences(proofs, external sourcesof information , etc.)
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Introduction
Motivation

However, it is not possible to specify more flexible and powerful 
statements such as

Â Only family members can see pictures geotaggedat my house

Â ESWC09 participantscan see pictures taggedugrf ýeswc09þ dmptwo 
months starting now

ü Lmrc rf_r ĀCQUA.7 n_prgagn_lrqā gq lmr _ epmsn mulcb `w kc

Â Members of my family are always also friends

Â Only employees of my companycan see my tutorial slides
and only if their status gq lmr Ādraftā

Typically, allowing usersto specify these type of statements would make
it too complex for common (non-computer expert) users
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SemanticWeb Policies
Problem Statement

Institutions, companies and people need to control the way they

ü Make business, take decisions, offer their assets, etc.

Computers help us on our daily work performing tasks

ü that we cannot perform (or we do it worse)

û hard to control manually, time -consuming, expensive, error-prone

ü automatically on our behalf

But generally, we need to control how decisions and actions are 
taken
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SemanticWeb Policies
What is a Policy?

Wikipedia:

Â Deliberate plan of action to guide decisions and achieve rational 
outcome(s) 

ü Not necessarily related to IT

In an IT setting:

Â Set of considerations designed to guide decisions of courses of 
actions

Broad definition:

Â Set of statements defining the behaviour of an entity in a given 
situation
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SemanticWeb Policies
Policiesare everywhere (I)

Rules of ethics for robots

1. A robot may not injure a human being or, through inaction, 
allow a human being to come to harm.

2. A robot must obey orders given to it by human beings, except 
where such orders would conflict with the First Law.

3. A robot must protect its own existence as long as such 
protection does not conflict with the First or Second Law.
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[Isaac Asimov. Runaround. 1942 ]
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SemanticWeb Policies
Policiesare everywhere (II)
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SemanticWeb Policies
Policiesare everywhere (& III)

Â B2B contracts
ü e.g. quantity flexible contracts, late delivery penalties, etc.

Â Negotiation
ü e.g. rules associated with auction mechanisms

Â Security
ü e.g. access control policies

Â Privacy
ü Gldmpk_rgml Amjjcargml Nmjgagcq &_i_ Ā N1N Npgt_aw Nmjgagcqā'
ü Obfuscation Policies

Â Workflow management
ü What to do under different sets of conditions

Â Context aware computing
ü What service to invoke to access a particular contextual attribute
ü Context-sensitive preferences
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[ by Norman Sadeh, Semantic Web Policy Workshop panel, ISWC 2005]
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SemanticWeb Policies
TheGoal

Build applications/agents where

ü Behaviour is flexible

ûCan be changed/updated dynamically

ûwithout re -coding, re-compiling, re-glqr_jjgle* craĆ

û In a costless manner

ü Can be managed by administrators/users without 
needing to be computer experts

ü Can be understood by normal users
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UserAwareness
& Control


