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Fighting Spam



Hmmm, tasty!!



Spamassassin

• Program for filtering unwanted Email 
messages

• Classifies Emails with scores as Spam or 
non-Spam

• Written in Perl and extensible



Email

Content Tests Online Tests AutoWhitelist

Score



Tests

• Header and text analysis: scanning for invalid 
headers, bad words (”Porn”) etc.

• Bayesian filtering: words or short sentences that 
often appear - filter “learns”

• DNS Blocklists: connections from a listed server 
are rejected

• Collaborative filtering databases: DCC, Razor



AutoWhitelist (AWL)
• Computes a score based on the history of 

a sender

• Consists of:

1. The sender of an Email

2. The IP of the Email server

3. Number of Emails received from sender

4. Total score for that sender



Scores in the AWL

3.2 The Mailrank Server 25

3. With Bayes: The basic idea behind Bayesian filtering is that a Spam

email is divided into tokens, these are words or short phrases. The

tokens are stored and can be reused to identify similar tokens in an-

other email. As time grows the filter "learns" more and more tokens

and a email that includes several of these bad words can be sure

classified as Spam.

4. With Bayes and Net: This is a combination of 2 and 3 and is the test

method with the highest detection rate of Spam.

3.2.1.2 The AutoWhitelist

The AutoWhitelist (AWL) is a score averaging system. It keeps track of the

historical average of a sender and pushes any subsequent mail towards

that average. It works with an algorithm that is started after every other test

is made.

Let SCORE be the score for an email after the tests. Every sender has an

entry in the AutoWhitelist, together with the long-term score MEAN. This
score is the sum of all scores made in the past for this sender (TOTAL)
divided by the count of all received mails from this sender (COUNT ).

The portion of the AutoWhitelist on the final score for this email (FI-
NALSCORE) can be changed with the AutoWhitelist factor (FACTOR).

MEAN = TOTAL

COUNT

FINALSCORE = SCORE + (MEAN−SCORE) ∗FACTOR

3.2.1.3 Plugin for Spamassassin

One of the goals of Mailrank is to provide a plugin for SpamAssassin that

automatically checks an email, asks the Mailrank server for a trust value

and incorporate this into the tests. The needed data for this computation

are in the AutoWhitelist.

• The email address from the sender of an email

• The IP of the server where the email comes from

• The score of that sender, computed as described above

• The number of emails received from this sender

Example:
controller@club4x4.net|ip=82.49 2 37.628

New Email scores 20 Mean=18.814

Finalscore = 20 + (18.814-20) *  0.5 = 19.407
Factor=0.5 (default)
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That’s it?



Need for Mailrank

False positives in SpamAssassin: an Email is 
tagged as spam, but it’s actually not

Example: Emails from friend’s friends



Emails from friend’s friends

Albert Berta Charlotte



The Idea of Mailrank



Information from AWL
controller@club4x4.net|ip=82.49 2 37.628

Send Email address, IP, Count, Score 
to a central server



From PageRank...

• informal: “a page has a high rank if the sum of 
the ranks of it’s backlinks is high”

• exact: 
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2.2.4 The PageRank Citation Ranking:

Bringing Order to the Web

Pagerank [4] is the algorithm from Google (http://www.google.com) devel-

oped in 1998 by L. Page, S. Brin, R. Motawi and T. Winograd.

The algorithm determines the importance of web pages, also called rank.

This is done by describing the Web as a directed graph, where the nodes

are the web pages and the edges are links from one to another page. Then

every page has links that points to it (called back links) and links that points

to other web pages (forward links).

An intuitive definition of PageRank is: "a page has a high rank if the sum of

the ranks of it’s backlinks is high." ([4])

They give two equations for computing PageRank: A simplified version and

the final version of PageRank.

The simple PageRank

Let u be a web page, Fu the set of pages u points to (forward links), Bu the

set of pages that point to u (back links) and Nu = |Fu| the number of links
from u. c is a factor used for normalization. This makes sure that the total

rank of all web pages is constant. Then the rank of a web page u is:

R(u) = c !
v∈Bu

R(v)
Nv

The final PageRank

The simple version of PageRank doesn’t address one problem: If two web

pages are linked to each other, but don’t point to any other page, the al-

gorithm will accumulate rank but never distribute this rank values. These

two pages form a loop, also called rank sink. The final PageRank algorithm

considers this problem.

Let A be the matrix corresponding to the web graph. If a web page u is

linked to a web page v, let Au,v = 1

Nu
, if not Au,v = 0. Also let R be a vector

over web pages, then R = cAR is the eigenvector of A with eigenvalue c.

To consider the rank sink problem, a vector E(u) is defined that models the
behavior of a surfer, who visits a web page and after a certain time follows

a link to another web page. This is called the random surfer model.

Then PageRank R′ is defined as:

R
′(u) = c !

v∈Bu

R
′(v)
Nv

+ cE(u)

with c maximized and ||R′||
1
= 1 (||R′||

1
is the L1 norm of R′)



... to Mailrank

• Given a set of users     , that “points” to a 
spam address Spam

• The Mailrank is given as:

3.1 The Mailrank Algorithm 23

• The user that submits the information (U)

• The Spam email address (Spam)1

• The score (S)

• The count of emails receive from this Spam email address (C)

According to Pagerank an email address has a high rank if the sum of the

ranks of it’s backlinks is high. Here the backlinks are users that submits the

information. That means the Mailrank MR of a Spam email address Spam

is defined as:

MR(Spam) = c!
U

MR(U)
NU

where

NU =Number of all users

Then this Mailrank is used to judge an email, like:

• if MR is in the top 20% of all non-Spam email addresses, add -5 to

the Spam score

• if MR is in the last 20% of all non-Spam email addresses, add +10 to

the Spam score

The Mailrank value is also propagated to all users using Appleseed.

This is a very preliminary version of the algorithm. The exact algorithm is

subject of investigation, though I hope this version gives an idea of how

Mailrank works.

1not the email address, but a hash of the email address is used to provide anonymity. Here the

term ’email address’ is used for simplicity.
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Preliminary Version



Using Mailrank

• If Mailrank is in the top 20% of all non-
Spam Email addresses, add -5 to the Spam 
score

• If Mailrank is in the last 20% of all non-
Spam Email addresses, add +10 to the Spam 
score

Examples



Ziegler/Lausen 
AppleSeed:  Spreading Activation

• Propagation of energy in a network

• Nodes are connected by edges

• Directed graph

• “Trust Decay”: keep some trust in nodes

• Trust sinks: Backward propagation

• This is PageRank? No, Edges are weighted
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Guha:  Trust/Distrust
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The Implementation



Design Goals

• Flexibility

• Abstraction

• Simplicity



Overview

MRServerChannel

MRMail

MRSocketthread

MRSocket

MRDataParser MRMySQLDatabase

MRConnectionHandler

MRDatabaseHandler

MRData



Abstraction: MRData
Fields in MRData

Command

Email address of user

Email address of AWL 
Entry

Score of AWL Entry

Count of AWL Entry



Mail
MRMail

MRServerChannel

MRConnectionHandler

MRDatabaseHandler

MRMySQLDatabaseMRDataParser

MRData



Socket

MRSocket

MRSocketthread

MRConnectionHandler

MRDatabaseHandler

MRServerChannel MRMySQLDatabaseMRDataParser

MRData



Demo



What’s next?



Further Work

• Develop the algorithm in detail

• Get the implementation done

• Provide a plug-in for SpamAssassin

• Paper (?)



Thanks! Questions?


